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Let X € A(d) be a random variable taking finitely many values {1,...,d} with
non-negative probabilities p1, ..., py. Its Shannon entropy is

d
H(X) = pilog(}/m)
i=1

» H is continuous on A(d) and analytic on the interior.

» A random vector X € A(d; : i € N) is a random variable in A(]];cp di).
so the definition of H extends to vectors.

» For a random vector X = (X; : i € N) we have 2N marginals
and we collect their entropies in an entropy profile hx : 2N — R.

» For example (X, Y) has entropy profile (0, H(X), H(Y), H(X, Y)) € R*.



Entropy as information
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Figure: Entropy of a binary random variable X as a function of p = Pr[X = heads].
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Entropy profile encodes qualitative information about the system of random variables:
» Subvector X; is functionally dependent on Xk if and only if hx(/ U K) = hx(K).

» Subvectors X; and X are conditionally independent given X if and only if
hx(l ) K) + hx(J @) K) = hx(l uJu K) + hx(K)

Many applications deal with random vectors only through their entropy profiles:
» Graphical models in statistics and causality are defined by Cl assumptions
(e.g., Bayesian networks and d-separation in graphs).

» Cryptographic protocols use FD and Cl constraints to specify operation and
information-theoretic security (e.g., secret sharing).

» Quantities in information theory are defined by linear optimization over entropy
profiles with FD and CI constraints (e.g., common information).
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Example: Perfect secret sharing

» Given: participants N = {1,...,n} and a set of qualified subsets 2 C 2N,

» Devise a scheme (a system of random variables) to distribute shares s, of a
randomly generated secret s to the participants such that

» s, is a function of s,
» s is a function of s = (s, : p € A) whenever A € 2,
» s is independent of sg whenever B ¢ 2.

» The information ratio is o(h) = 1/n(s)ymax{h(p) : p € N}.

» The optimal information ratio o(2) = inf {o(h) : h |= 2} can be determined by
linear optimization over the set of entropy profiles.
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The entropy region and information inequalities

Let H}, C R2" consist of all hx where X is an N-variate discrete random vector. Hy, is
the image of Uy _; - Uqg —1 A(d1, . .., ds) under the transcendental map X > hx.

Theorem
H}, is a convex cone of dimension 2V — 1. Furthermore relint(H%) C H},.

» Linear optimization is well-behaved! Elements of the dual cone (linear information
inequalities) can give bounds for optimization problems.

Problem

Find a description of the boundary of H3. M\NV
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Shannon inequalities

» A function h: 2V — R is a polymatroid if
> h(@) 0,

h(I'| K) == h(I UK) — h(K) > 0 ("=" is FD).
h(l:J | K)=h(lUK)+h(JUK)—h(IUJUK)—h(K) >0 ("="is Cl).

» The set Py of polymatroids is a polyhedral cone in R2" and Py 2 Hy, — ITIP.
» Elements of the dual cone of Py are the Shannon inequalities.
» FD and Cl constraints correspond to faces of Py «+ LP over H}.

Theorem ([Mat07])

H, is not polyhedral for |N| > 4.
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Conditional Ingleton inequalities

A conditional information inequality is an inequality valid only on a linear slice of Hy,.

Theorem ([KR13] & [Stu21] & [Boe23])

Up to symmetry there are precisely ten minimal sets of conditional independence
assumptions on four random variables which ensure Ingleton > 0.

Corollary (Which faces of Py have entropic points on them?)

On four discrete random variables there are precisely 18 478 realizable conditional

independence structures. (For general N this problem is undecidable!)

Problem

Which of these inequalities hold on H}? (Some do, some don't ...)
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All widely used polyhedral outer approximations to Hi}kv which improve upon Py
are derived from an extension property which is a theorem of the form:

» If h € H}, then there exists h € H}, for some M D N such that h|y = h

and some other linear conditions ¢(h) > 0 hold.

» The extension property is encapsulated in its cone E{f = {(h) > 0}.

Extension principle: Let E,\’\,” be the cone of an extension property and

Y ¢ R2" — R2" the canonical projection. Then H%, = N (EN N HE, ).

Relax: Hy, C wM(EN N |Pum)).
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Extension properties: Copy lemma

» Consider h € Py and pick any L C N.
» An L-copy of N is a set M with |[N| = |[M| and NN M = L with a bijection
o : N — M fixing L pointwise. This induces an L-copy of h: a(h) € Pp.

The Copy lemma states:
» Let he H}, and L C N, fix an L-copy o : N — M of N.

» There exists h € H7, | such that

hly =h, h|y=0a(h), h(N:M|L)=0.
» Relaxation: only require h € ! This gives a tighter outer bound than Py:

Py 2 () Copyy 2 Hj.
LCN
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Using extension properties

To derive new information inequalities [DFZ11]
» Take any polyhedral cone Qy 2 Hj,.

Replace H: in an extension property with Q,.

>

» Project to obtain tighter polyhedral cone Q) 2 Hj,.
» Mix and iterate different extension properties.
>

Exact polyhedral computations certify validity of new inequalities.

To disprove information inequalities [KR13]:
» Take an entropy profile h.
» Apply a sequence of extension properties to h — polyhedron Q.
» If every point in @ violates an inequality, it cannot be valid.

» Exact Farkas certificate for invalidity.
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Rule [43] Given:

<
4
4
4
and
<
+
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Get:
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+
+
+
+
4
+
Using: RS i

al(A; B)
bI(A; B|C) + el (A: C|B) + =1(B: C|A)
eI(A:BID) + f1(A: D|R)
(0 +d" + 2)[(B; D|A) + hi(C; D)
i(C: D|A) +z1(C; D|B)
a'l(A; B)
VI(A; BIC) + ¢ I(A;C|B) + d'I(B:C|A)
e'I(A: B|D) + ['I(A; D|B) + ¢'I1(B: D|A)
HIC; D) +i'1(C; D|A) + j'1(C: D|B)

(a+a +2) (A B)
(a+b+c+f+b + 25 BIC)
(—a+b+c+e+c +2)I(A;C|B)

(& + 2)I(B:C|A) + (e +¢ + 2)[(4; B|D)
(f + /(A D|B)

(—a" + b+ + g +i")[(B; D|4)
(h+ B +2)[(C; D) + (i + )I(C; D|A)
(7)1(C:D|B)

is capy of C'D over AB

Substitutions: A C R S; AD BR S

Abbreviated Proof of (75): T: D-copy of A over BCRS.
LI: -ac. +c.d. +rcd.a +c.s.a +b.d.s +a.bs.d +2a.cr.bs +a.bs.cr
+d.r.abes +d.s.aber
SL1: d.t.a +c.d.t +a.ted +c.r.t +a.ter +d.ract +b.t.acdr +a.t.bs
+c.s.at +btacs +d.ts 4asdt +b.d.ast +c.tabds +arbest
+r.ad.best +s.ad.bert +d.t.abers C2L1: 3t.ad.bers
S: C-copy of A over BDR.

L2: -2a.c. +2cd. +ab.cr +2a.c.br +carb +ab.dr +4a.d.br
+2a.br.d +2d.br.a +2r.cd.a +d.r.abe

SL2: c.s.b +ab.es +c.d.s +as.cd +d.s.abe +3a.s.br 4+3c.s.br
+c.rabs +d.ors +asdr +drabs +d.bras +crads +b.s.acdr
+2c.s.abdr +2d.s.aber

C2L2: 7s.ac.bdr

R: D-copy of C over AB.

S: cra +3crb +dra +7drb +cdr +2bracd +rab.ed
+9c.r.abd +3d.r.abe

C2: l6r.cd.ab
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Thank youl!
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